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OVERVIEW

This document is intended to provide both a high level, as well as technical requirements required to
install and configure an Instant Chime for Microsoft Teams application server.

This document covers a scenario where Chime will be installed and managed by a third-party hosting
provider (possibly Instant) and items such as configuring Azure AD, AD Authentication, and Application
permissions will be important. These areas are also relevant to self-hosted modes.

For more information on installation and architecture visit our Install and Getting Started page.

At a high level, Chime for Teams will need to be configured to securely communicate with several
external services as well as access the following resources:

e Microsoft Azure AD
e Microsoft Office 365 Graph APIs
e Microsoft Bot Framework

IMPORTANT ROLES:

As part of this installation and configuration process, a tenant administrator for the Microsoft Office 365
tenant may need to perform several actions in order to provide the necessary authorization for the Chime
server.

Certificate requestor (if your organization is self-hosting)

Administrator for 0365 domain
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CONFIGURING AZURE AD AUTHENTICATION FOR CHIME FOR TEAMS

Chime for Microsoft Teams requires the configuration of an Azure Active Directory application in order to
allow Chime to leverage Office 365 for user authentication, and to communicate with your Microsoft
Teams users. This document will outline how to configure these two applications.

PREREQUISITES

A. You must have an Office365 tenant for your organization.

B. You must be an administrator of your Office 365 domain.

C. An Azure account linked with your Office 365 Identity. If this is not done, see
https://technet.microsoft.com/en-us/library/dn832618.aspx.

All configuration steps in this guide take place in the Azure Active Directory component of the Azure
portal.

1. Sign into the Azure AD portal (https://portal.azure.com).
2. Select the Azure Active Directory in the left-hand navigation pane.

Subscriptions

Azure Active Directory

| Monitor

Figure 1: Begin Setting up Active Directory

3. Ifthe Azure Active Directory is not available on the left-hand navigation pane, it is available in
All services then the section labeled Identity

All services Fl‘e By category
Create a resource
All services

IDENTITY (13}

Azure Active Directory ¥ @ Azure AD B2C
Dashboard Azure Information Protection * Groups
All resources % Azure AD Connect Health x /B pAzure AD Cloud App Discovery
Resource groups Azure AD Identity Protection * - Enterprise applications
'. App Services Access reviews *

Figure 2: Secondary Option to Active Directory Setup

Page | 5
Copyright © 2020 Instant Technologies. All rights reserved.
April 9, 2020
Rev 2 - PSM


https://technet.microsoft.com/en-us/library/dn832618.aspx
https://portal.azure.com/

CONFIGURE ACTIVE DIRECTORY AUTHENTICATION

RETRIEVE YOUR AZURE TENANT ID

Y Properties
Select in the navigation pane in the Azure Active Directory blade.
2. Copy the Directory ID from the field, and save it somewhere convenient. You will need this value
when configuring Chime. Note: The Directory ID is often referred to as the “Tenant ID” in
Microsoft documentation, both terms are referring to this ID.

L

* Name

| Your Compan}{ \,z|

Country or region
United States

Datacenter region
United States

MNotification language

English w
Directory 1D
someguidvaluehere .

Figure 3: Copy Directory ID

CREATE APPLICATION

1. Select App Registrations in the new navigation pane within the Azure Active Directory blade.

B8 App registrations

2. Click the New application registration option in the Azure Active Directory blade.

&= naw registration & Endpoints * Troubleshooting W Got feedback?

o Welcome to the new and improved App registrations (now Generally Available). See what's new =»

A\ Looking to learn how it's changed from App registrations (Legacy)? Learn more
Still want to use App registrations (Legacy)? Go back and tell us why

All applications  Owned applications

O Start typing a name or Application ID to filter these results

DISPLAY NAME APPLICATION (CLIENT) ID

Figure 4: Create New Application Registration

Page | 6
Copyright © 2020 Instant Technologies. All rights reserved.
April 9, 2020
Rev 2 - PSM



REGISTER THE CHIME APPLICATION
1. Create a name for this application (Chime is a suitable name)
2. Select Accounts in any organizational directory (Any Azure AD directory - Multitenant) as
the Supported account types to allow for us to host.
3. Enter the URL for the server that Chime will be hosted on, with the /Chime route in the URL (ex:
https://yourserver.domain.com/Chime)
NOTE: Be sure that the /Chime is included in the URL, this will automatically configure the
Reply URL to correctly work with the Chime application

Dashboard > instant technologies - App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

CHime v

Supported account types

Who can use this application or access this API?

@:' Accounts in this organizational directory only (instant technologies)
':::' Accounts in any organizational directory

() mccounts in any organizational directory and personal Microsaft accounts {e.g. Skype, Xbox, Outlook.com)

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web ~ | https:.",-’}f::urweIJ:erve'.c:cmai".co"n_.-'chil"lel v

Figure 5: Create the Chime Web App / API

4. Click the ety button in the bottom of the Register an Application blade.

CONFIGURE THE APPLICATION

1. Click on the newly created application in the App Registrations blade. If you have many
applications, you may need to search for it.

2. Inthe Overview window, you will be able to record the Application ID. This value will be used
when configuring Chime. This page also will allow you to record the Directory (tenant) ID if you
were unable to in the previously.
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CONFIGURE APPLICATION PERMISSIONS

Chime requires the following Microsoft Graph API permissions to be granted for full functionality:

Permission Type Usage

User.Read Delegated  Signing in users to the Chime web portal

User.Read.All Application = Retrieve metadata information about users contacting a
gueue.

Directory.Read.All Application = Perform user and group searches when adding users to

Chime and for alert recipients

Group.Read.All Application = Allows Chime to search for Microsoft Teams Teams and
retrieve information about their properties and user
membership

Group.ReadWrite.All Application = OPTIONAL - Allows Chime to add or remove users from
Teams Team rosters to match the queue membership in
Chime

Presence.Read.All Delegated = Allows Chime to retrieve presence information for users
assigned to a queue. REQUIRED for hunt-style chat
routing

AppCatalog.ReadWrite.All  Delegated = OPTIONAL - Allows Chime to programmatically upload
generated Teams App packages for a queue to the
tenant App Catalog.

Without this permission, it is necessary for an
administrator to manually upload Teams App packages
for the queues.

TeamsApp.ReadWrite.All Delegated OPTIONAL - Allows Chime to programmatically assign
generated Teams App packages to the Team associated
with a queue
Without this permission, it is necessary for an
administrator to manually add the Team App for a
queue’s bot dispatcher to the Team associated with the
queue

Page | 8
Copyright © 2020 Instant Technologies. All rights reserved.
April 9, 2020
Rev 2 - PSM



1. Click the APl Permissions button.

B overview

& Quickstart

Manage

= Branding

—:’) Authentication

Certificates & secrets

Token configuration (preview)
-~ API permissions

& Expose an API

¥ Owners

s Roles and administrators (Previ...

M Manifest

Figure 6: Access Required API Permissions

2. Click the Add a Permission button in the APl Permissions window.

() Refresh

You are adding permission(s) to your application, users will have to consent even if they've already done so previously.

Microsoft APls

Configured permissions

Aapplications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of &

all the permissicns the application needs. Learn more about permissions and consent

|| Add a permission " ‘ Grant admin consent for Instant Technologies

Commonly used Microsoft APls

APls my organization uses

My APlz

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

& =

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNete, SharePoint, Planner, and more through a

\A’ single endpoint,

&

Figure 7: Manage Required Permissions

3. Select Microsoft Graph from the list of Microsoft API’s listed.
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Select an API

| Microsoft APls | APIs my organization

Commonly used Microsoft APls

Microsoft Graph

uses My APis

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +

Security, and Windows 10. Access Azure AD,

Excel, Intune, Outlook/Exchange, OneDrive,
s 2

OneNote, SharePaint, Planner, and more through 3 single endpoint.

' Azure Data Explorer
{ Pl

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

A\, Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

D Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

G Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

(1) Azure Key Vauit

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

Data Export Service for
Microsoft Dynamics 365

Export dats from Microssft Dynamics
CRM organization to an external
destination

Flow Service

Embed flow templates and manage flows

@ OneNote

Create and manage notes, lists, pictures,
files, and more in OneNote notebooks

Eﬂéﬁs
s @

Azure Rights Management
Services

Allow validated users to read and write
protected content

oé—o Dynamics 365 Business Central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

= intune

Programmatic access o Intune dats

Power Bl Service

Programmatic access
to Dashboard resources such
35 Datasets, Tables, and Rowsin Power BI

Figure 8:

Configure Required Permissions
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E

Select Application permissions.
5. Use the search bar to find and add the following required permissions
a. Directory.Read.All
b. Group.Read.All
c. Group.ReadWrite.All
d. User.Read.All
6. Once all of the above permissions are selected, click the Add Permissions button.

¥ Directory (1)

Dire(tury‘l?ead.Al\
Read directory data @

O Directory.ReadWrite. All
Read and write directory data @

¥ Domain

¥ EduAdministration
» EduAssignments

¥ EduRoster

b Files

¥ Group (1)

O Group.Read.All
Read 2ll groups @

" ez‘l‘der?e.A\l Ves

Figure 9: Select Permissions for Graph Api

Click the Add a Permission button again.
Select Azure Active Directory Graph. This might be at the bottom of the list.
Select Delegated permissions.
10. Use the search bar to find and add the following required permissions:
a. User.Read
Presence.Read.All
AppCatalog.ReadWrite.All
TeamsApp.ReadWrite.All

© © N

cooT

> User (1)

User.Read

Sign in and read user profile @

User.Read.All
Read all users' full profiles @

O User.ReadBasic.All
Read all users' basic profiles @

Figure 10: Select Permissions for Delegated Permissions
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11. Finally, it is necessary to grant administrator consent for these permissions. Click the Grant
admin consent button

(D Refresh

You are adding permission(s) to your application, users will have to consent even if they've already done so

previously.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the
consent process. The list of configured permissions should include all the permissions the application needs.
Learn more about permissions and consent

APl / Permissio...

~ Microsoft Graph
AppCatalog.R
Directory.Rea
Group.Read.2
Group.ReadW
Presence.Reat
TeamsApp.Re
User.Read

User.Read.All

Type

Delegated
Application
Application
Application
Delegated
Delegated
Delegated

Application

Description

Read and write to a...
Read directory data
Read all groups
Read and write all ...
Read presence info...
Manage user's Tea...
Sign in and read us...

Read all users' full ...

Admin C...

Yes

Yes

Yes

Yes

Yes

- Add a permission ‘ || Grant admin consent for Instant Technologies | | [}S

Status

oL
'Y
hH
oL
aH

Mot granted for Instant |
Mot granted for Instant
Mot granted for Instant |
Not granted for Instant

Mot granted for Instant |

Mot granted for Instant |

ADD REDIRECT URIS

1. To add Redirect URLSs click the Authentication button.
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Figure 11: Grant Admin Consent

i#

o4

Overview

Quickstart

Manage

=

o)

b =

(2

Branding
Authentication

Certificates &t secrets

Token configuration (preview)

API permissions
Expose an AP|

Owners

Roles and administrators (Previ...

Manifest

Figure 12: Configure Reply URLs

Copyright © 2020 Instant Technologies. All rights reserved.

April 9, 2020
Rev 2 - PSM



2. Under the Web section there is an area to add in Redirect URIs. There should be 1 Redirect URI
saved in there already, it will look something like this: https://[yourwebserver].domain.com/chime
(If there is not a URI there with this format, one should be added before proceeding to the next
step)

Redirect URIs

The URIs we will accept as destinations when returning authentication respanses (tokens) after successfully authenticating users. Also referred as reply URLs. Learn
more about redirect URIs and the restrictions

‘ https://lyourwebserver].domain.com/chime/?a | E[

‘ https://lyourwebserver].domain.com/chime | E[

Add URI

Logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to work correctly.

e.9. https://myapp.com/logout e

Implicit grant
Allows an application to request a token directly from the authorization endpoint. Learn more about the implicit grant flow

To enable the implicit grant flow, select the tokens you would like to be issued by the authorization endpoint:

\:‘ Access tokens
ID tokens

Figure 13: Configure Reply URLs

3. Inthe text box below, add in a URI with this format: https://[yourwebserver].domain.com/chime/?a

4. Further down, under the Implicit grant section, select ID tokens. If you do not select this users will
not be able to authenticate into Chime.

5. Click the Save button.

CREATING BOTS FOR CHIME DISPATCHERS

This must be done after completing the Chime installation.

Each Chime queue will need at least one dispatcher bot endpoint created for users to access seeking
help, and to route those requests to an agent. Each bot that is supplied for a queue will allow agents to
handle one concurrent chat —i.e. for agents to be able to handle two chats from users at the same time,
two bots must be created for the queue.

You must be an administrator for your Microsoft Azure subscription to complete these steps.
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CREATING A BOT REGISTRATION IN AZURE

Note: Steps and screenshots displayed here are accurate as of April 2019. The Azure Portal changes
rapidly, and the Ul and flow may change slightly in the future.

1. Navigate to the Azure Portal, at https://portal.azure.com
2. Click the “Create Resource” button in the side bar. Enter “Bot Channels Registration” in the
search bar and select the matching option from the list.

Microsoft Azure

» Dashboard > New

New o x
1
= | bot channels x |
Bot Channels Registration
S ——— B
*
P I \Windows Server 2016 Datacenter

Figure 14: Search for Bot Channels Registration

3. Click “Create” to start creating the resource.

Dashboard * MNew * Bot Channels Registration

Bot Channels Registration

Micrasoft

Your own Bot hosted where you want, registered with the Azure Bot Service. Build, connect, and manage Bots to interact
with your users wherever they are - from your app or website to Cortana, Skype, Messenger and many other services,

Useful Links
Documentation
Solution Overview
Pricing Details

Figure 15: Create Bot Channels Registration

4. You should see a configuration page to create the Bot Channel Registration. Fill out the following
fields:
a. BotName: Select an appropriate name for the bot — we would suggest matching the
name of the queue in Chime that this bot will be used with
Subscription: Select an Azure subscription to tie this bot registration to.
Resource Group: Select an existing Azure Resource Group to contain this registration,
or create a new resource group. We would suggest creating a group and using it for all
Chime bot registrations.
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d. Location: Select the most appropriate Azure datacenter location for your users.
e. Pricing Tier:
i. If users will be primarily contacting Chime through the Teams client, then the FO
tier may be the most cost-effective and appropriate level
ii. If users will be primarily using the web client to contact Chime, then select the S1
tier.
f.  Messaging endpoint: For now, leave this blank. It will be necessary to update this later,
once the bot has been assigned to a Chime queue.
Application Insights: Off
Microsoft App ID and password: Leave this as “Auto create App ID and password”

°«Q

Dashboard * New > Bot Channels Registration

Bot Channels Registration 0O X

Bof

* Boft name @

| ChimeBot v |

* Subscription

A
* Resource group
S
Create new
* Location
East US v
Pricing tier (View full pricing details)
51 (1K Premium Msgs/Unit) v

Messaging endpoint

https URL

Application Insights @

Microsoft App ID and password @

Auto create App ID and password

Automation options

Figure 16: Create the Bot Channel Registration

5. When this is completed, click “Create” and the bot registration will be created. After some time,
this provisioning will complete, and you can navigate to the settings for the bot registration.
6. Next, navigate to the Channels tab for the bot registration
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7. Click the Teams icon to enable the bot for Microsoft Teams

Dashboard > ChimeBot2_77b - Overview > ChimeBot2 - Channels

.‘ ChimeBot2 - Channels

8ot Channels Registration

[0 Search (ctris) | «

@ overview Connect to channels

B Activity log

s Access control (IAM) Name - _—
& Tags

Bot management E Web Chat Running -

B TestinWeb Chat
ilii Analytics
§  Channels

) Settings
Add a featured channel

O @ & 9

& speech priming

@ Bot Service pricing

Support + troubleshooting

& New support request

More channels

B Email Bl Facebook B couwpMe kik:  Kik
I LINE (8)  Skype for Business ¥ oslack © Telegram

@  Twilio (sMs)

Figure 17: Click the Teams Icon

8. No additional configuration is needed for Chime functionality, so just click Save to enable the
Teams channel

Dashboard > Chimegot2 770 - Overview > ChimeBot2 - Channels
r ChimeBot2 - Channels
21 Begrmrssian
«

p— Configure MSTeams

B activityleg

il Access control (1AM
& T <. .> i;

8ot mansgement

B Testin Web Chat

i Analytics

£ channels Messaging Calling Publish

B3 Settings

B speech priming )

© Bot Service pricing Messaging team more
Messaging is available by default for your bot

Support + troubleshoating

& ew support requast

Figure 18: Configure MSTeams
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9. If the Chime web client is going to be used to contact the queue, it is also necessary to configure

the Direct Line channel

Dashboard > ChimeBot2_77b - Overview > ChimeBot2 - Channels

ChimeBot2 - Channels
2ot stion

&

) Overview
B Activity log
i Access control (1AM)
& Tags
Bot management
B Testin Web Chat
iiifi Analytics
# Channels
& settings
& speach priming
@ Bot Service pricing
Support + troubleshosting

% New support request

+ Add new site

Det

fault Site

Configure Direct Line

= @

Default Site &

Secret keys

SOOAACCOOOAAOCXONINXOCKKXX Show

0000GCOOOOOAOONAAGAGOAAOOGNX Show

Version

Select which versions of the Direct Line protocol are enabled on this site. More
information about these versions can be found in the Direct Line reference
documentation

s 11
w 30
[ Block attachment upload from user

Enhanced authentication options
For bots using Azure Bot Service authentication, enable tamper-proof user

|| Disable |

Regenerate

Regenerate

Figure 19: Configure Direct Line

10. Click on the Show button to reveal the Direct Line secret key. Save this value, as it will be
required later to configure the bot in Chime.
11. Next navigate to the Settings tab on the bot registration.

Dashbeard > ChimeBiot?_ 771

B Testin web Chat

s Anabytics

Y chanewls

B settings

B speech priming

© eot Senvice pricing
Suppart + roubleshosting

S New suppon request

# ChimeBot2 - Settings

«

ks

b - Cverview * ChimeBeAZ - Settings

H x

Bat profile

@ |

Chomebot2

tice @

Configuration

Analytics

Oauth Connection Settings

Mo sattings defired
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Figure 20: Bot Settings
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12. You may upload a custom avatar image and customize the Display Name of the bot if you
choose.

Note the Bot handle and Microsoft App ID fields here, as they will be needed to configure the
bot in Chime.

13. At the present time, there is no way to determine the password that is associated with the
automatically created App ID for the bot registration, so it is necessary to create a new password.
Click the Manage link next to the Microsoft App ID field.

This should bring you to a new page where it is possible to create a new password. Click the
“Generate New Password” button and note the password value that is generated — it is not
possible to recover this password later after it has been generated and will be necessary to
configure the bot in Chime.

ChimeBot2 Registration

Click here for help integrating your application with Microsoft.

Properties

Mame

ChimeBot2

Application Id

Application Secrets
b

"Generate New Password | Generate New Key Pair
Type Password/Public Key Created

Password fifrmmerm TR Apr 26, 2019 1:13:44 PM

Figure 21: Bot Registration App Secret

14. With the Bot Handle, App ID, App password, and Direct Line secret, it is possible to setup the bot
as a dispatcher in Chime. Navigate to your Chime server, and then to Admin/Dispatchers, and
click the New Dispatcher button.

CHIME My Gusst Dashbosd My Age — .
The dispatcher account is the antry point for a quaue. Users can contact this account to connect with agents. This account must be unique,
# Peop
Account Seftings Chime Settings
v BotiD Description
=
Webchat Secret
renel Dispatcher Type
# Virtual Agen Bot Name Testing
Queue
Bot Secret
Not assigned
DShow P
Emall Address
= |

Figure 22: Add New Dispatcher in Chime
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15. Enter the information from the bot registration in the following fields:
a. Bot ID: the Microsoft App ID of the bot registration
b. Webchat Secret: The Direct Line secret key
c. Bot Name: The Bot Handle
d. Bot Secret: The Microsoft App ID password
16. Once this is completed, you should be able to verify and then save the new dispatcher.
17. Once the dispatcher has been created in Chime, the next step is to create a new queue or add
the dispatcher to an existing queue. Once this is done, you should see a block on the queue
settings page that displays the URL for the messaging endpoint for the queue when it is running

=
CQuews Settings | Eric Bot £am mode ! i
“ peopie Virtual Agents Text Resources Routing Schodule Advanced
Queue Properties Engine Propertics
Hame
Ak Changes to these sett
Deseription Lieerse
e——e ol i B a
Quews Bat Messaging Endpaint
Language el Clbent Dispatcher and akas Bot Framvork Bots assgned 12 this quaus below should b4 dewcted 10 g URL in the Azure Perts
Guests can request chat transcripts Publish 10 Home Page Queus Dispatcher
Send chat transcripts via emall Show Chat Links on Homa Page
Dispatcher Aliases [+ ]
gat ABot 1D Remove
& Downdoad Teams App Package... (8]
e ey -

Figure 23: Chime Queue Settings

18. Take this URL, and go back to the Bot Channel Registration in the Azure portal, then navigate to
the Settings tab.
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19. Paste this URL into the Messaging endpoint field for the bot and save the changes.
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Dashboard * ChimeBot2_77b - Overview * ChimeBot2 - Settings

.0 ChimeBot2 - Settin

Bot Channelt Regrtration

0 Search (Ctri«/)

7 Ovenview

B Activitylog

4 Access control (LAM)
& Tags

Bot management

Bl Testin web Chat
il Analytics

B Channels

@ settings

B speech priming

@ Bot Service pricing
Support + troubleshooting

& MNew support request

FHsave X Discara
Bot profile

lcon

G Upload custom icon
30K max, png only

* Display name @

Description @

Configuration

Messaging endpeint

l hitps://uby il stwstsduem,/Chime/bot/1/apiimessages

* Microsoft App ID (Manage) @

Analytics
Application Insights key &

Instrumentation key (Arure Application Insights key)

Application Insights AP1 key @
APY key (User-Generated Application Insights AP key)

Application Insights Application ID @

plication ID (Application Insights Application 1D}
OAuth Connection Settings
No settings defined

Figure 24: Settings - Configuration
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