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CONFIGURING AZURE AD ACCESS FOR CHIME FOR LYNC

Chime for Skype for Business Online (Office 365) requires the configuration of two Azure applications in
order to allow Chime to leverage Office 365 for user authentication, and to communicate with your Skype
for Business users. This document will outline how to configure these two applications.

PREREQUISITES:

A. You must have an Office365 tenant for your organization.

B. You must be an administrator of your Office 365 domain.

C. An Azure account linked with your Office 365 Identity. If this is not done, see
https://technet.microsoft.com/en-us/library/dn832618.aspx.

All configuration steps in this guide take place in the Azure Active Directory component of the Azure
portal.

Sign into the Azure AD portal (https://portal.azure.com).
Select the Azure Active Directory in the left-hand navigation pane.

Subscriptions

Azure Active Directory

¢ Monitor

Figure 1 — Begin Setting up Active Directory

If the Azure Active Directory is not available on the left-hand navigation pane, it is available in All
services then the section labeled Identity

All services ; By category
Create a resource
All services
IDENTITY (13}
Azure Active Directory ¥ @ Azure AD B2C
Dashboard Azure Information Protection * Groups
2 All resources % Azure AD Connect Health x /B pzure AD Cloud App Discovery
Resource groups Azure AD Identity Protection * - Enterprise applications
'. App Services Access reviews *

Figure 2 — Secondary Option to Active Directory Setup
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CONFIGURE ACTIVE DIRECTORY AUTHENTICATION

RETRIEVE YOUR AZURE TENANT ID

‘1" Properties
1. Select in the navigation pane in the Azure Active Directory blade.
2. Copy the Directory ID from the field, and save it somewhere convenient. You will need this value
when configuring Chime.

* Name

[ Your Compan}{ ,f|

Country or region
United States

Datacenter region
United States

MNotification language

English w
Directory 1D
someguidvaluehere |'i

Figure 3 — Copy Directory ID

CREATE APPLICATION

1. Select App Registrations in the new navigation pane within the Azure Active Directory blade.

B8 App registrations ‘

2. Click the New application registration option in the Azure Active Directory blade.

% + Mew application registration | == Endpoints % Troubleshoot

P To view and manage your registrations for converged applications, please
D Overview = ‘

) | | | My apps
rs' Cuick start

DISPLAY NAME

Figure 4 — Create New Application Registration
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CREATE THE CHIME APPLICATION
1. Create a name for this application (Chime is a suitable name)
2. Select Web App / API as the type
3. Enter the URL for the server that Chime will be hosted on, with the /Chime route in the URL (ex:
https://yourserver.domain.com/Chime)
NOTE: Be sure that the /Chime is included in the URL, this will automatically configure the
Reply URL to correctly work with the Chime application

Create S D 4

= Name @

Chime W

Application Type &
Web app / AP ~

* Sign-on URL @

https:/fyourwebserver.domain.com,/Chime

Figure 5 — Create the Chime Web App / API

Create

4. Click the button in the bottom of the Create blade.

CONFIGURE THE APPLICATION

1. Click on the newly created application in the App Registrations blade. If you have many
applications, you may need to search for it.
2. Record the Application ID. This value will be used when configuring Chime.

Chime

Registered app - PREVIEW

e Settings & Manifest

Essentials ~
Display Mame Application ID
Chime A0d51a7-627c-43c9-8da7-d9a76010feaf
Application Type Object ID
Web app /APl Oba3sedd-652d-48fe-abfc-430029fh6857
Home Page Managed Application In Local Directory
ttps://yourwebserver.domain.com,/Chime Chime
All settings =»
Figure 6 — Record Application ID
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https://yourserver.domain.com/Chime

CONFIGURE APPLICATION PERMISSIONS

1. Click the Settings button in the preview.
2. Click on the Required permissions option in the Settings blade

Settings
PREVIEW

Filter settings
GEMERAL
Properties >
= Reply URLs >
_—.; Owners >
API ACCESS
. Required permissions >
Keys >

Figure 7 — Access Required Permissions

3. Click Windows Azure Active Directory in the list of APIs in the Required permissions blade

Required permissions

+ Add & Grant Permissions

APl APPLICATION PERMI... DELEGATED PERMIS...

Figure 8 — Manage Required Permissions
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4. Configure the required permissions
a. Click the checkbox to enable the ability to Read Directory Data in Application Permissions.
This will allow Chime to use this application to perform lookups and searches against your
Azure Active Directory instance.
b. Verify that the checkbox to Sign in and read user profile is checked in Delegated
permissions
c. Click Save in the Enable Access blade once the settings are configured.
5. IMPORTANT!: Click the Grant Permissions button in the Required Permissions blade

Enable Access
Micro: ure.ActiveDirectory - PREVIEW

H Save [ Delete

H| APPLICATION PERMISSIONS “ REQUIRES ADMIN
Read all hidden memberships @ Yes
Read and write devices O Yes
Read and write directory data @ Yes
Read and write domains @ Ves

+| Read directory data @ Yes

| DELEGATED PERMISSIONS -~ REQUIRES ADMIN i
Read hidden memberships @ Yes

+/| Sign in and read user profile @ No

Figure 9 — Configure Required Permissions

6. Close the Required permissions blade.
ADD REPLY URLS

1. Inthe Settings blade, click the Reply URLs button.

Settings x Reply URLs a X
IS Asave X Discard
GENERAL https://yourwebserver.domain.com/Chime
Properties > [ hitpsiffyounnebserver. domain.com/Chime/?a
= Reply URLs >
.v.; Owners >
API ACCESS
#. Required permissions >
Keys >
TROUBLESHOOTING + SUPPORT
¥ Troubleshoot >
New support request >

Figure 10 — Configure Reply URLs
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2. There should be 1 reply URL saved in there already, it will look something like this:
https://[yourwebserver].domain.com/chime (If there is not a URL there with this format, one
should be added before proceeding to the next step)

3. Inthe text box below, add in a reply URL with this format:
https://[yourwebserver].domain.com/chime/?a

4. Click the Save button.

5. Close the Reply URLs blade.

CREATE A NEW API KEY
1. Click Keys in the Settings blade.

Settings

PREVIEW

Filter settings

GEMERAL
Properties >
= Reply URLs >
i Owners >
APIACCESS
+ Required permissions >
Keys >

Figure 11 — Setup Keys

Enter a name for the key

Select a duration for this API key.

Click Save to create a new API key.

Copy the newly created APl key somewhere you can retrieve it. You will need this API key when
configuring the Chime application

akrwnN

DESCRIPTION EXPIRES VALUE
Chime 12/31/2299 oMNrmPyD55dHLrTarlB5YodsfPdtde hOpUvelhiIOUQ=
Key description Duration w Value will be displayed on save

Figure 12 — Setup API Key
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https://[yourwebserver].domain.com/chime
https://[yourwebserver].domain.com/chime/?a

CONFIGURE UCWA CONNECTION

The UCWA connection is required in order for Chime to login and connect to Skype for Business on
behalf of the dispatcher accounts.

CREATE THE NEW APPLICATION.

B8 App registrations
Click in the Azure Active Directory blade.
Click to create the new application.
Enter a name for the application (Chime UCWA Connector)
Choose Native as the application type
Enter a reply URL. This should be your Chime server, but this is not currently used within the
Chime application.

arMwDdE

Create

* Name @
Chime UCWA Connector W

Application Type @

Matve w

* Redirect LRI @

https://yourchimeserver.domain.com '

Figure 13 — Create New App Registration

6. Click at the bottom of the Create blade

7. Record the Application ID. This will be required when configuring Chime (Skype SDK ID)

Chime UCWA Connector

L Settings # Manifest [ Delete

Essentials ~
Display Name Application ID
Chime UCWA Connector 35ced1a9-06af-4016-a9bf-c2d9018c=fa4
Application Type Object ID
Mative 8c71a58b-22e2-4dd4-ab1a-327b182caB87
Home Page Managed Application In Local Directory

Chime UCWA Connector

All zettings =¥

Figure 14 — Record Application ID
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CONFIGURE MANIFEST

1. Click in the application blade

2. Find the value for oauth2AllowImplicitFlow
NOTE: This should be around line 13

3. Change the value from false to true

- B e et |

13 "pauth2AllowImplicitFlow": true,

1 Al _oa PRI I S T T r 1 P |

4. Click in the Edit manifest blade

CONFIGURE THE APPLICATION PERMISSIONS

1. Click the Settings button in the Edit manifest blade

. Required permissions >
2. Click under APl ACESS in the Settings blade.

Add
3. Click in the Required permissions blade

4. Click Select an API in the Add API access blade

Add API access

PREVIEW

1 Select an AP >

Figure 15 — Setup Required Permissions for App Registration
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5. Search for the required API using the searing input field in the pane. You will need to search for
Microsoft.Lync

Select an API

PREVIEW

Microsoft.Lync W

Skype for Business Online (Microsoft.Lync)

Figure 16 — Select Skype for Business API

6. Select Skype for Business Online (Microsoft.Lync) in the API list

7. Click I

8. Select the required permissions

Enable Access
PREVIEW

+'| DELEGATED PERMISSIONS “*  REQUIRES ADMIN ™
+'| Read/write Skype user contacts and groups @ Yes
+| Receive conversation invites (preview) @ Yes
+'| Read/write Skype user information (preview) @ Yes
| Create Skype Meetings @ Yes
+| Initiate conversations and join meetings @ Yes

Figure 17 — Select Required Permissions

9. Click m to assign the required permissions.

10. Click m in the Add API Access pane to save the updated permissions.
11. IMPORTANT!: Click the Grant Permissions button in the Required Permissions blade
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SETUP BEFORE CHIME INSTALL

SSL CERTIFICATE

To set up a Chime deployment with Office 365, you will need to acquire a SSL certificate. This certificate
will be installed on the server on the same server that the Chime instance will be on. Without this
certificate installed, no users will be able to authenticate into the web app.

AZURE ACTIVE DIRECTORY ACCOUNTS LIST

Setup Azure AD Connection x

Azure AD Tenant:
| |

Azure AD Tenant 1D:
. |

Azure AD ClierntID:
] |

Azure AD Client Secret Key:
. ] |

Test...

Figure 18 — Setup Azure AD Connection

Azure AD Tenant:

This is usually the domain associated with your Office 365 email address, e.g. example.com

Azure AD Tenant ID:

This value is from Page 5 (Directory ID)

Azure AD Client ID

This value is from Page 6 (Application ID)

Azure AD Client Secret Key

This value is from Page 9
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SETUP AFTER CHIME INSTALL

INSTALL WIZARD

Once Chime has been installed, there will be a configuration wizard that opens. The configuration wizard
provides a tool to register a SSL certificate with the Chime application.

0| Congurs AD. | |Provids the basse infomation b connact ba saarch your Micrasoh Active Direet |

e | CorfgreSaL_ | |Prowide accessto SOL Database

e [ Setup Web Chert... | [Setup the Chime On-Fremise Web chent inptionai)

[ Setup Web Chert,.. | [Satup the Chims Offica 255 Wasb chant foptona)

ol Pick Admin.. | |Peck & user &3 an admiristrator for Chime

e | Setup S5L ||| Reset 551 | [Setup HTTPS and SSL suppod (OPTIONAL for On-Premise)
O oo sevee

Fustheer dos and schup It

Figure 19: Configuration Wizard
Once the certificate has been installed on the server, you can follow these steps.

1. Click Setup SSL.
2. Click through the prompts to register listeners for ports 80 and 443 (or click OK if already

reserved).
0 URL reservation for httpy//+:80/Chime already exists o URL reservation for hitps//+:443/Chime already exsts
[ ]
Figure 20: URL Reservations
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3. Select the desired SSL Certificate from the list provided. Click on the desired certificate and click
OK to try and use that certificate. If you don’t see the certificate desired, click Cancel, and
another list will be displayed.

Windows Security = : .
Windows Security
Select SSL Certificate
Select the SSL certificate you would like to use with Chime for Lync
. Select SSL Certificate
Instant-tech-VINSTANTTEC . . . )
e Select the S5L certificate you would like te use with Chime for Lyne
Instant-tech-VINSTANTTECHDC-CA L]
Valid Frem: 11/25/2014 to 11/25/2013
Click here to view certificate .
oropsties Instant tech wildcard
The USERTrust Network™ Issuer: DigiCert SHA2 Secure Server
Issuer; AddTrust External CA Root CA
Valid From: 5/30/2000 to 5/30/2020
- Valid From: 1/19/2016 te 1/24/2017
DigiCert
Issuer: DigiCert Assured ID Root CA
Valid From: 11/9/2006 to 11/9/2031 C ||Ck h Ere tD Vie\l\l’ certific ate
Go Daddy Class 2 roperties
Certification Authority
Issuer: Go Daddy Class 2 Certification
Autherity
Valid From: 6/29/2004 to 6/29/2034 >
oK | | Cancel

Figure 21: Selecting SSL Certificates

4. Click to OK to execute the command to register the SSL Certificate.

Confirm Action?

e Execute command?

[x]

netsh http add sslcert ipport="0.0.0.0:443"
certhash="E4195A4594901C2D5299E261 CFTB1CE2AZEADIGF4"
appid="{efcald67-d313-43ce-80ac-a7 1b8ddb29ef}"

certstorename="My"

Figure 22: Executing SSL Command

5. The SSL certificate has now been successfully linked to Chime and users will be able to
authenticate into the web application.
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